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Challenges

Architecture Governance Security Cost Velocity Optimization

Your cloud journey from planning to reality

Thought process – Recommendations – Best Practices – Implementation  
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• Bigger picture
• Flow
• Expectations

• Availability
• Service

• Responsibilities
• HLD & LLD document
• Private networking!
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Your cloud journey from planning to reality

Zero Trust – Private Networking – Role Based Access Control – Maintenance    
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• App Secrets & App settings > Key vault

• Managed identity







• Resource type specific 
permissions 



• Privileged permissions > 
RBAC administrator

• Lowest scope possible



• Defender for Cloud



�Defender plans



�Security recommendations



• Security 
recommendations



• Security 
recommendations



• Security 
recommendations

Container vulnerabilities



• Security 
recommendations

Container vulnerabilities



Challenges
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Your cloud journey from planning to reality

FinOps – Cost Optimization – Budget Control – Projections – Alerts   
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• Cost prediction
• Hidden costs 

• Traffic
• Logging cost
• DfC
• Private endpoints



• Cost Budgets
• Action groups



• Cost Analysis



Challenges

Architecture Governance Security Cost Velocity Optimization

Your cloud journey from planning to reality

Deployment Automation (CI/CD) – Consistency – Versioning – Branching – Toolbox  
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• Pipelines
• Code
• Infra 

• Bicep
•  Terraform



• Pipelines - Bicep
• Build bicep
• Validate bicep
• What-if



• Pipelines - .net
• Restore
• Build 
• Unit tests
• Integration tests 

(e.g. DB)
• Scanning tools for 

vulnerabilities



• Pipelines
• PR (branch policies)



• Pipelines
• PR (branch policies)
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Architecture Governance Security Cost Velocity Optimization

Your cloud journey from planning to reality

Metrics – Alerts  – Recommendations – Scalability – Reliability   
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• Metrics
• VMs

• CPU, Disk usage
• App services

• Req/ sec
• Http codes



• Metrics



• App insights
• App setting key











�Custom logs



�Alert rules



�Alert rules



�Dashboards



� Dashboards



Advisor



Scaling

• SaaS: build-in
• Containerization 

• AKS, AKA, App services
• App services

• VM – availability set
• VM scale set



Reliability

• Availability zones

99.9% = Single VM (monthly 43m 28s possible downtime)
99.99% = Availability Zones (monthly 4m 21s)



• Cross region backups (storage account, SQL, ...)

Reliability



• Multiple instances in multiple regions

Reliability



Backups• RTO – recovery time objective
• RPO – recovery point objective

• backup retentions (short & long term)



Challenges

Architecture Governance Security Cost Velocity Optimization

Container hosting options
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Container Hosting

Jan Vanuytrecht    Toon Van Deuren    +32 3 375 26 03
jan.vanuytrecht@kapuani.be toon.vandeuren@kapuani.be  info@kapuani.be
     



Azure Kubernetes Service
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Managed Kubernetes



Pros - Cons
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Azure Kubernetes Service

• Managed
• Full control
• Community

• Knowledge gap
• Hidden costs



AKS
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Landscape



Cluster Autoscaling
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Azure Kubernetes Service



KEDA
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Kubernetes Event Driven Autoscaler



KEDA
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Use Case: Data Stream Processing



KEDA
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Use Case: Artificial Intelligence



Azure Container Apps
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Kubernetes, without Kubernetes



Pros - Cons
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Azure Container Apps

• Managed
• Velocity
• Tools
• Dapr, KEDA, Envoy

• No control



Environment
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Azure Container Apps

Cluster
Deployment

ReplicaSet
Pod



Service Types
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Azure Container Apps



Service Types
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Azure Container Apps

Daemonset Statefulset



Http Proxy
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Azure Container Apps

Https://{app}.{environment}.{region}.azurecontainersapps.io
Https://{app}.{my-domain}.com



Jobs
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Azure Container Apps

• Manual
• Scheduled
• Event Driven



Contact
Feel free to reach out
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